
CAROT: A Secure RISC-V ECU with Trusted
Execution and Moving Target Defense

Ahmer Raza , Zhenkai Zhang
Clemson University, Clemson, SC, USA

{araza, zhenkai}@clemson.edu

Abstract—The modern vehicle implements Electronic Control
Units (ECUs) for various safety-critical features, such as engine
management, safety systems, and advanced driver assistance sys-
tems. However, ECUs and their interconnecting Controller Area
Network (CAN) bus have not been developed from a security-first
perspective, and are susceptible to various attacks. In particular,
an attacker may use remote or physical attack vectors to breach
an ECU, thus gaining access to the CAN bus and allowing for
attacks on other ECUs within the In-Vehicle Network (IVN).
To mitigate these issues, we present CAROT: a secure, efficient,
open-source ECU based on RISC-V. We use Trusted Execution
Environments (TEEs) and Instruction Set Randomization (ISR),
a Moving Target Defense (MTD) technique, to protect against
common code injection and operating system attacks that ECUs
face. We implement our design on real hardware via an FPGA-
based RISC-V prototype, and perform evaluations in a simulated
IVN environment using CARLA. We report that our ECU
provides security against our threat model while only incurring
a 1.05% response latency overhead.

Index Terms—Automotive security, electronic control unit
(ECU), moving target defense (MTD), RISC-V, trusted execution
environment (TEE)

I. INTRODUCTION

Cars are no longer simple mechanical devices. The average
automotive vehicle contains a myriad of complex features,
including safety systems, infotainment, engine management,
traction control, and Advanced Driver-Assistance Systems
(ADAS) such as Adaptive Cruise Control (ACC) and Lane
Keeping Assist (LKA) [1]. The implementation of these mod-
ern features requires powerful processing units that can handle
a massive amount of information. Most vehicles modular-
ize these features into hundreds of Electronic Control Units
(ECUs), each responsible for a specific task. The number
of ECUs in the average car is progressively increasing as
manufacturers incorporate increasingly advanced features into
their vehicles. Furthermore, the development of autonomous
vehicles requires even more sophisticated and powerful ECUs.
Depending on their criticality, ECUs must satisfy strict real-
time constraints to ensure the stability of the entire vehicle.
To implement these advanced features, ECUs have become
progressively similar to regular computing systems, having
powerful processing units and being able to handle a massive
throughput of information.

To guarantee such efficiency and reliability while still reduc-
ing manufacturing costs, ECUs within a car are interconnected
using shared buses. The combination of a vehicle’s ECUs,
interconnect buses, and additional sensor networks is called

the In-Vehicle Network (IVN). The most common bus used to
link ECUs together is known as the Controller Area Network
(CAN) bus, an industry-standard protocol and the one we
exclusively consider in this paper.

In this context, ECUs and the IVN in modern vehicles have
not been developed from a security-first perspective, and do
not provide the basic security requirements of confidentiality,
authenticity, availability, integrity, or non-repudiation [2]. As a
result, various existing attacks have been found to affect ECUs,
and many ECU-specific vulnerabilities have also been found
[2]–[5]. In particular, the CAN protocol is highly susceptible
to masquerade and packet injection, where an external attacker
can simply connect to the physical CAN bus and compromise
the system. Moreover, ECUs implemented in practice do not
protect against remote security breaches or intrinsic vulnerabil-
ities in their logic. This is alarming, especially considering the
many safety-critical features managed by such ECUs. Even if
an attacker does not gain access to the highly important ECU,
they can still remotely manipulate a breached ECU to inject
messages on the CAN bus, easily compromising the whole
IVN [4].

Significant work has been done to mitigate the issue of
unauthorized CAN bus access [6]–[19]. However, most ap-
proaches rely on Intrusion Detection System (IDS) schemes
or authentication methods. IDS solutions require a dedicated
CAN node and constant monitoring, and only detect attacks
post-compromise, while authentication-based schemes require
sender and receiver authentication calculation, incurring a
large (and sometimes unnecessary) overhead. Further, the issue
of protecting ECU logic itself from exploitation—whether
because of vulnerabilities in ECU code or general attacks on
the application—remains largely unexplored.

In order to address these shortcomings, we propose CAROT
(Car Root-of-Trust), a secure, open-source ECU based on the
RISC-V platform. Compared to previous work, we adopt an
end-to-end security approach. Our goal is to block unautho-
rized access to the CAN bus through ECUs from the outset,
and to mitigate ECU exploitation even if an attacker gains
access to the bus. The CAROT platform employs Trusted
Execution Environments (TEEs) and Moving Target Defense
(MTD) to prevent the outlined threats against IVNs. We
hypothesize that our system provides protection against au-
tomotive code injection and local Operating System (OS)
attacks, with minimal impact on the performance of the ECU.
Our paper makes the following contributions:
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• We design a fully open-source ECU platform using
RISC-V, incorporating the concepts of the Instruction Set
Randomization (ISR) MTD and TEEs to deter attacks on
the ECU.

• We implement our platform on a real RISC-V System-
on-Chip (SoC), including our ISR implementation, full
TEE support, and secure CAN bus access.

• We evaluate our implemented platform by simulating a
real vehicle IVN, and compare its security and perfor-
mance with a baseline ECU. Specifically, we demonstrate
code injection and OS attacks to be ineffective against
our ECU implementation, and compare its response time
latency to that of the baseline ECU.

The paper is outlined as follows. Section II discusses fun-
damental background knowledge behind our design. Section
III presents the threat model we consider when designing
our platform. Section IV describes the design of the CAROT
platform, including system assumptions and our additions.
Section V gives an overview of our implementation of the
CAROT platform on real hardware. Section VI presents our
security and performance evaluations of the implemented
platform. Section VII discusses prior related work in the area
of IVN security. Finally, Section VIII ends the paper with a
summary and concluding remarks.

II. BACKGROUND

In this section, we provide the prerequisite background
information on vehicle IVNs, TEEs, and MTD. We discuss
the implementation and shortcomings of real IVNs; the trusted
computing paradigm; TEEs, which are used to provide a
trusted environment; and MTD techniques, including ISR,
which is our MTD of choice.

A. Interconnected ECUs

ECUs are typically implemented using microcontrollers
and are interconnected via communication buses, the most
common being the CAN bus: a robust, general-purpose, se-
rial communication protocol designed to efficiently broadcast
small messages over a shared bus. Along with sensors and
peripherals, these interconnected ECUs form the IVN, which
controls all aspects of a vehicle’s operation.

From a security perspective, the CAN bus is highly vulner-
able to attacks due to its lack of built-in security mechanisms.
The protocol does not provide encryption, authentication,
or integrity checks, making it susceptible to eavesdropping,
message injection, and replay attacks [2]. For example, an
attacker with physical access to the CAN bus can easily
inject malicious messages, spoof legitimate ECUs, or disrupt
communication between ECUs. Additionally, the broadcast
nature of the CAN bus means that any compromised ECU
can send messages to all other ECUs, potentially taking
control of critical vehicle functions. ECUs themselves are also
vulnerable to attacks. Many ECUs run legacy software with
known vulnerabilities, such as buffer overflows or insecure
firmware updates. Attackers can exploit these vulnerabilities to
gain unauthorized access to the ECU, manipulate its behavior,

or extract sensitive information [3], [4]. Furthermore, the
increasing complexity of ECU software and the use of third-
party components introduce additional attack surfaces, making
it difficult to ensure the security of the entire IVN.

B. Trusted Execution Environments

The classic Rich Execution Environment (REE) paradigm
involves user-mode code running on a kernel, which further
uses firmware that interfaces with hardware directly. This
paradigm is host to various vulnerabilities, stemming from the
execution of untrusted code and a lack of sufficient memory
protection mechanisms. Trusted computing is a technique
developed to help mitigate these problems by providing secure
computation, privacy, and data protection [20]. A practical
implementation of trusted computing is the Trusted Execution
Environment (TEE) paradigm. A TEE is an isolated processing
environment that runs in parallel with the REE on the same
SoC. Its core function is to protect security-sensitive appli-
cations from the potentially dangerous main OS and other
REE software. The TEE approach attempts to minimize the
Trusted Computing Base (TCB), which is the class of software
that is safety-critical to the operation of the TEE, making it
easier to verify and trust than the entire platform. A TEE
is self-contained; it operates without relying on the external,
untrusted operating system for its core security functions,
thereby ensuring that the security of the enclave is separate
from the vulnerabilities in the REE [21].

To achieve isolation between the TEE and the REE, the
system uses a hardware-level Root-of-Trust (RoT) to initialize
the secure TEE environment. During runtime, this environment
is monitored by a privileged component called the separation
kernel, which controls all transitions between the untrusted
REE and the trusted TEE. The architecture of the TEE itself
generally falls into two categories: trusted world approaches
and enclave approaches.

Keystone is an open-source TEE framework that imple-
ments the latter enclave approach on RISC-V architectures
[22]. Its goal is to only provide the basic primitives for
architecting TEEs, rather than a complete, full-stack solution
like Intel SGX or ARM TrustZone [23], [24]. Keystone relies
on standard RISC-V features, particularly Physical Memory
Protection (PMP), to enforce isolation from the coexisting
REE. RISC-V defines three privilege levels: user-mode (U-
mode) for applications, supervisor-mode (S-mode) for the OS
kernel and system programs, and machine-mode (M-mode) for
firmware. Keystone uses these levels to structure the enclave,
which consists of the enclave application (eapp) in U-mode,
the enclave runtime kernel (called Eyrie) in S-mode, and the
security monitor (SM) in M-mode. The resulting additions to
the TCB are thus minimal and customizable, encompassing
only the hardware RoT, the small SM, and the modular Eyrie
kernel, which can be configured to include only necessary
features. We describe the realized implementation of Keystone
further in Section V-A, when we discuss our integration of
Keystone in CAROT.



C. Moving Target Defense

MTD is a technique that constantly changes the attack sur-
faces of a system. It increases the uncertainty and complexity
of the system, making it difficult for bad actors to exploit
vulnerabilities or perform attacks [25], [26]. The end result
is the attacker wasting effort on trying to learn inner details
about a system, while not gaining any useful information.
Implementations of MTD thus usually involve randomization
of some element of the system.

Most operating systems already implement the Address
Space Layout Randomization (ASLR) MTD in their virtual
memory scheme [27]. ASLR is a technique that attempts
to guard against buffer overflow attacks by randomizing the
virtual memory addresses of certain components, such as the
base executable, shared libraries, and the stack. However,
common implementations of ASLR—namely, PaX ASLR on
Linux and Dynamic Base/High-Entropy ASLR on Windows—
have been circumvented with relative ease, making the system
ineffective in practice [27]–[30]. Moreover, ASLR does not
prevent memory corruption or code injection itself; it only
hinders the reliability of such attacks. Platform-specific by-
passes may still allow attackers to execute injected or reused
code despite ASLR.

ISR is an MTD developed for protection against general
code injection attacks [31]–[33]. The core idea behind ISR
is to randomize the instruction encoding of a program such
that injected malicious code, which assumes a standard in-
struction set, fails to execute correctly. This is achieved by
encrypting or transforming the binary instructions at load time
and decrypting them at runtime using a corresponding key.
Traditional ISR implementations can apply randomization at
different granularities, including whole binaries, function-level
transformations, or instruction-by-instruction modifications.
These transformations ensure that an attacker who injects raw
shellcode or attempts to reuse existing code will be unable
to execute meaningful instructions unless they possess the
decryption key.

ISR is implemented as a three-part system: a randomizing
element, an appropriate execution environment, and the binary
loader [32]. The randomizing element is a program that
applies the chosen transformation to the program binary after
compilation. The execution environment, implemented within
the processor if possible, reverses the operation performed by
the randomizing element; it is subject to strict performance
constraints, as even a small overhead adds up quickly when
considering large programs. Finally, aside from all of the
regular program initialization and loading requirements, the
binary loader is responsible for extracting and providing the
key to the execution environment at runtime.

III. THREAT MODEL

Our threat model considers two classes of attacks: (i)
code injection attacks targeting vulnerabilities due to insecure
ECU logic, and (ii) attacks originating from root access to
the operating system running alongside the CAROT platform.
OS-launched attacks may arise from remote exploitation of

network-facing services in the telematics ECU or from phys-
ical access to the device. A representative attack chain could
proceed as follows. First, a remote adversary compromises
the telematics ECU through a vulnerability in its software
stack, thereby gaining access to the IVN. The attacker can then
transmit crafted CAN messages to a critical ECU containing a
buffer overflow vulnerability. By exploiting this flaw, the ad-
versary triggers arbitrary code execution in the ECU runtime.

In line with the TEE paradigm, we assume the operating
system to be fully untrusted: CAROT does not impose restric-
tions on the CAN bus, other ECUs, or sensors within the IVN.
This reflects real-world IVNs, which present a wide variety of
attack surfaces and often use legacy code that lacks modern
compiler-level protections [2]–[5].

IV. DESIGN

Our priorities when designing CAROT are to provide fully
open-source components across the software and hardware
stack, and to minimize the TCB. Minimizing the TCB is
crucial as it represents the set of components that must
be trusted for system security. A smaller TCB reduces the
attack surface and verification complexity. Our design controls
TCB growth by ensuring additions to critical components in
hardware/firmware are minimal. Although it is also desirable
to keep the runtime small, its size is less critical than that of the
firmware. Moreover, under our model, reducing the runtime
size is severely limited by the large footprint of essential CAN
and peripheral drivers.

To achieve these goals and protect against our threat model,
the design of CAROT consists of four components across the
three privilege modes.

1) Trusted hardware, with a secure boot procedure and ISR.
2) Machine-level firmware, with a trusted separation kernel

that interfaces the REE, TEEs, and hardware peripherals.
This component comprises most of the TCB.

3) Supervisor-level software, consisting of an untrusted OS
running alongside a TEE runtime. The runtime may
contribute to some of the TCB.

4) User-level software, containing the programmed ECU
logic.

We design our platform around the RISC-V open-source
Instruction Set Architecture (ISA). Our high-level design is
shown in Figure 1 and is described in detail below.

A. Trusted Hardware

CAROT assumes the underlying hardware is trusted. This
includes the Central Processing Unit (CPU) cores themselves,
as well as peripherals and hardware systems within the SoC.
CAROT implements ISR within the CPU, which is used
by the TEEs to decrypt ECU logic code. The implemented
ISR scheme is efficient, which prevents timing issues within
the pipeline and overall CPU slowdown. The platform also
provides a root-of-trust that performs a secure boot procedure
within the default boot ROM logic, which validates digital
signatures of further boot stages, ensuring only trusted code
is booted. Considering these additions, the hardware platform



Fig. 1. CAROT RISC-V ECU. High-level design, describing the software TEE
(U-mode and S-mode), and hardware/firmware (M-mode) components, with
additions highlighted.

we choose is RISC-V. Being open-source, many accessible and
easily modifiable CPU implementations exist, making ISR and
prototyping much easier than other platforms, and making a
customized secure boot procedure simple to implement. Fur-
thermore, being an open platform, RISC-V allows for greater
transparency and verifiability of the hardware, upholding our
assumption of trusted underlying hardware.

Within the SoC, CAROT implements a CAN bus controller
interface for use by the ECU logic code. The controller may
be contained in the SoC, or it may be an external device
connected to the SoC through Serial Peripheral Interface (SPI).
Importantly, through the separation kernel associated with the
TEE, the CAN bus controller is only exposed to the secure
world (TEEs). No non-secure code in the REE is able to access
the CAN bus.

B. Firmware

The default firmware used by CAROT is hardware-specific,
but at the very least provides syscall support. The separation
kernel is built into the firmware, and is used to launch
TEEs and handle inter-TEE and TEE-REE communication.
It runs alongside regular RISC-V Supervisor Binary Interface
(SBI) interfaces, and provides an additional interface for TEE-
specific utilities. In particular, the separation kernel manages
access to the I/O peripherals and protects their virtual memory
spaces, which guarantees secure and exclusive access to the
sensors and CAN bus. Depending on the implementation, the
firmware is either the complete TCB or is a major component

of the TCB. Nevertheless, firmware usually has the largest
impact on TCB size and must be very carefully implemented.

C. Software

As our threat model assumes the OS is untrusted, we
do not place any restriction on the REE, so it may be
anything, including a bare-metal system, a Real-Time OS
(RTOS), or a general-purpose OS. However, the REE must
include some syscall interface to the separation kernel. It also
must allow CAROT to run a TEE driver, which is used to
set TEE parameters and request the TEE to be launched.
The TEE itself consists of a supervisor-mode runtime and a
user-mode application which, in our case, encapsulates ECU
logic. The choice of TEE runtime is more restricted, but any
lightweight runtime or kernel will work if it can be modified
to provide an interface to the separation kernel. Within the
supervisor runtime, CAROT also provides drivers to interface
the CAN bus managed by the separation kernel. While the
user-mode TEE application does not contribute to the TCB,
the supervisor-mode runtime may. If the runtime is included
as part of the TCB calculation, the effect on TCB size may
be far more substantial than that of the firmware, depending
on the specific runtime used.

Even if a malicious actor cannot gain control of the vehicle
through a code injection attack, they can still crash the
system by inducing an error state, whether through a failed
code injection attack attempt or some other attack vector. To
mitigate this issue, our software component also includes a
fail-safe automotive controller. When the system enters an
error state, the runtime handles the exception by jumping to
this default fail-safe controller, implemented as a simple “stop”
or “pull over” sequence.

D. Analysis

Together, these four components (hardware, firmware, and
U-mode and S-mode software) provide comprehensive pro-
tection against all threats outlined in our threat model, while
still retaining utility and performance. Figure 2 illustrates the
resulting software flow of a CAROT ECU. The launch_ecu
program—running on the host OS—sends a TEE launch
request to the TEE driver. The driver transfers control to the
TEE initialization procedure, which loads the ECU logic and
jumps to it, enabling ISR appropriately. The ECU logic then
communicates with the CAN controller driver, which directly
interfaces the physical CAN controller. If the ECU enters an
error state, the runtime jumps to the fail-safe controller, which
then takes over communication with the CAN bus.

The project most comparable to ours is the TEECheck
platform, which uses TEEs to provide a CAN bus authentica-
tion scheme [19]. Aside from the CAN bus access protection
offered by both TEECheck and CAROT, our platform provides
additional mitigation of vulnerabilities in ECU logic. Further,
being open-source, CAROT allows for easier verification of
trustworthiness across hardware, firmware, and software.

Consider an ECU running CAROT, executing its designated
ECU logic within a TEE. The TEE ensures that the ECU logic



Fig. 2. Software flow diagram of ECU logic. Interface between non-secure
REE and secure TEE, as well as between TEE and CAN controller.

remains isolated from the host operating system, meaning that
even if the OS is compromised, the critical ECU operations are
unaffected. This isolation prevents OS-launched attacks, such
as privilege escalation or malware infiltration, from impacting
the ECU’s secure execution. Furthermore, assume the ECU
logic has, for instance, a buffer overflow vulnerability, using
which an attacker can launch a code injection attack. Even if
the attacker manages to exploit this vulnerability, traditional
code injection attacks are rendered ineffective due to the
presence of the ISR mechanism. The attacker does not know
the particular instruction set used by the ECU, and thus cannot
execute meaningful code. Additionally, any attack that induces
an error state in the vehicle can be handled smoothly by the
fail-safe controller.

V. IMPLEMENTATION

We implement the CAROT platform around the Rocket CPU
core, using an open-source RISC-V SoC [34], [35]. The SoC
comprises basic I/O and Dynamic Random Access Memory
(DRAM) controllers, as well as the single-core 50 MHz
Rocket CPU. We choose the Rocket CPU primarily because it
uses an in-order pipeline, making ISR implementation easier.
We prototype CAROT on an Arty A7-100T FPGA (Field-
Programmable Gate Array) board running the SoC and our
platform. Our implementation adds three major components
to the base SoC and firmware:

1) Integration of Keystone enclaves, including secure boot
and Keystone submodules.

2) Implementation of hardware ISR.
3) Addition of CAN bus utilities, including a physical

controller interface in the SoC and Keystone in-enclave
SPI and CAN drivers.

A. Keystone Integration

The Keystone framework is a TEE implementation for
RISC-V that provides a customizable, extensible, open-source
alternative to existing TEE implementations [22]. It provides

the capability to run partitioned enclaves (TEEs) through a
provided separation kernel. To achieve this, Keystone adds two
main components to a RISC-V platform: an M-mode Security
Monitor (SM), which serves as the separation kernel; and an S-
mode runtime that runs on top of the SM, inside of an enclave
(TEE). Technically, the SM is the only component Keystone
adds, since the runtime is optional. However, practically, using
a different runtime than what Keystone provides involves re-
solving the many incompatibilities and dependency issues that
may arise from porting the runtime. Keystone also provides an
SDK for creating eapps (enclave apps; i.e., the actual U-mode
application a user wishes to run) and a Linux kernel driver for
requesting enclave launches from the SM.

The Keystone platform is designed to be portable to an
arbitrary RISC-V system, but customization is still required
to port Keystone. Prior to loading the SM, inside the boot
ROM, we implement the secure boot procedure that Keystone
requires. The boot procedure consists of (1) generating a
public/private device keypair, (2) measuring (hashing) the SM,
(3) hashing the SM hash alongside the device secret key, (4)
generating a public/private keypair for use by the SM, and
(5) endorsing (signing) the step (3) hash and SM public key.
We then place the device keypair, SM keypair, SM hash, and
signature in memory for the SM to access. In total, we pass
352 bytes of data to the SM.

As Keystone uses OpenSBI v1.1 while our platform uses
OpenSBI v1.6, we modify both the SM and OpenSBI before
integrating the two. Importantly, Keystone must update Phys-
ical Memory Protection (PMP) settings in response to Inter-
Processor Interrupts (IPIs), and the IPI handler has changed
across these versions, which we take into consideration. Aside
from minor calling convention differences, there are not any
major obstacles we encounter while porting the SM. Since
the Keystone runtime and user-mode SDK are fully managed
by the SM, they do not require any changes aside from the
security additions we provide.

B. CAN Bus Access

Inside the SoC, we provide a Xilinx SPI master bus with
which an external CAN controller/transceiver combination
can be controlled. Specifically, alongside our FPGA, we use
the MCP25625 integrated CAN controller/transceiver chip.
We ensure the CAN controller is only exposed to Key-
stone TEEs and not the host OS by assigning a property
secure-status="okay" to the device tree node that
describes the controller. When parsing the device tree, the
Keystone SM will ensure that only TEEs can access the CAN
bus, and completely conceal the device’s presence from the
host OS. The Keystone runtime and SM provide experimental
support for Memory-Mapped I/O (MMIO) peripherals; how-
ever, no drivers are provided. To this extent, we have written
both SPI and CAN drivers for in-enclave CAN bus access.
While the SPI driver is minimal, the CAN driver fully supports
the CAN 2.0B protocol.

Keystone Enclave does not provide any timer interface
to the runtime. Additionally, there is no interrupt controller



Fig. 3. CAN bus access through Keystone. Propagation of the device claim
syscall through Keystone’s components.

that abstracts hardware interrupts and allows for interrupt
callbacks. Hence, our CAN bus drivers operate asynchronously
and are forced to use polling to check for incoming CAN
packets. Access to the CAN bus is outlined in Figure 3.
During the SBI boot stage, the SM uses the platform’s device
tree to load appropriate drivers into memory. Later, during
enclave execution, the eapp requests access to the CAN bus
and respective driver through a Keystone runtime syscall. The
runtime creates an abstract virtual memory region that allows
the driver to manipulate registers on the hardware. The SM
allocates a PMP register for this virtual mapping, ensuring
complete memory protection. The runtime then initializes and
runs the CAN bus driver, which was loaded by the SM prior.
Finally, control is returned to the eapp, which interfaces with
the driver to send and receive CAN packets.

C. ISR Implementation

We modify the Rocket CPU to provide ISR, as shown in
Figure 4. Firstly, we provide two new RISC-V machine-level
Control and Status Registers (CSRs): the 1-bit misr register,
which controls whether ISR is enabled; and the 32-bit mkey
register, which stores the ISR key with which to decrypt a
randomized instruction. Since these are M-mode registers,
only M-mode code is permitted to modify these registers.
During the instruction decode stage after an instruction is
received, if ISR mode is enabled, the CPU performs the
appropriate decryption using the key stored in mkey. In order
to handle privilege mode switches, we only perform ISR
decryption when the CPU is in U-mode. This guarantees that
non-ISR instructions will not be erroneously decrypted. In our
current implementation, we perform a simple XOR operation
to both encrypt and decrypt instructions. RISC-V supports
compressed 16-bit instructions that are later decompressed by
the CPU in the instruction decode stage. We handle these half-
length instructions by simply using the lower 16 bits of the 32-
bit key, both when encrypting and decrypting. This provides
adequate security under our assumptions, while still adhering
to clock constraints and ensuring there are no timing issues.
In order to implement separate ISR schemes, such as block
ciphers or permutation methods, we can simply modify the
decryption module within the CPU.

As the primary purpose of our ISR implementation is
to provide protection within an enclave, we wrote a utility
that encrypts an ELF executable using a specified key after
compiling the program. Using a linker script, we store the
encryption key in a separate section within the ELF file. To
prevent attackers from simply reading the key from the file and
decrypting it, we encrypt the ISR key using an RSA public
key provided by the Keystone runtime. After loading an eapp,
the runtime then decrypts the ISR key and stores it in mkey.
Since the CPU checks for U-mode before performing ISR
decryption, we only need to encrypt the eapp; not the entire
Keystone runtime.

In order to be able to enable and disable ISR, we imple-
ment two syscalls in the Keystone SM: enable_isr and
set_isr_key, which set the misr and mkey registers,
respectively. Through the SM-SBI interface, the Keystone
runtime can treat the SM syscall as an OpenSBI syscall.
The Keystone runtime handles all ISR enabling and disabling
during runtime-to-eapp and eapp-to-runtime context switches.
We do not provide an interface for eapps to control ISR
directly, which allows for complete abstraction of ISR for the
eapp.

D. Impact on TCB

The resulting increases in the size of the TCB and hardware
due to our additions, measured in lines of code (LOC),
are broken down in Table I and Table II. The largest size
increase in the root-of-trust is in the boot ROM, with 18.86%
additional lines of code. This is explained by the incorporation
of the ED25519 and SHA libraries, which are needed for
hashing, signing, and encryption/decryption in the secure boot
procedure. The most significant percent increase in TCB size
is caused by the addition of our complex SPI and CAN
drivers, while the largest LOC impact on TCB comes from
the firmware.

TABLE I
LOC BREAKDOWN FOR ROOT-OF-TRUST AND OTHER HARDWARE.

INCREASE IN LOC AFTER IMPLEMENTING CAROT.

Rocket (ISR) Boot ROM Total

Base 10,450 22,000 32,450
Additional 40 4,150 4,190
Increase 0.38% 18.86% 12.91%
Total 10,490 26,150 36,640

TABLE II
LOC BREAKDOWN FOR TCB. INCREASE IN LOC AFTER IMPLEMENTING

CAROT.

SM OpenSBI Runtime Total

Base 7,080 21,200 10,050 38,330
Additional 140 20 1,200 1,360
Increase 1.98% 0.09% 11.94% 3.55%
Total 7,220 21,220 11,250 39,690



Fig. 4. Rocket CPU pipeline and ISR implementation. Additions within the ID stage in the Rocket pipeline to implement ISR.

VI. EVALUATION

We evaluate the implementation of the CAROT platform
by emulating a real ADAS ECU. Our implementation of the
ADAS consists of LKA logic: given lane line information as
an input, the ADAS LKA system controls the steering angle of
the vehicle, ensuring the vehicle is always centered in its lane.
In order to compare against a baseline, we also implement a
baseline CAROT ADAS ECU, with ISR disabled and ECU
logic running on the host OS instead of within a Keystone
enclave.

A. IVN Setup

To emulate a real vehicle, we make use of the open-source
CARLA driving simulator [36]. Our CARLA simulation con-
sists of a vehicle with an RGB camera. We implement a
Computer Vision (CV) algorithm in OpenCV to extract lane
line curves from the RGB camera output. The ADAS is
implemented as a CAROT ECU connected to a CAN bus. To
interface the CARLA simulator with the physical ECU, we
create a CAN bus bridge and connect it to the ECU CAN bus,
simulating a real vehicle IVN. The lane line curve information
is given to the LKA ECU, and the ECU returns corresponding
steering angle adjustments. The LKA logic within both testbed
ECUs is implemented as a simple proportional controller. This
setup is shown in Figure 5.

B. Attack Scenario

In our experiment, we consider two attack scenarios.
1) The attacker has gained root access to the host OS of

the ECU, either by physically connecting to the ECU or
through a remote access vulnerability.

2) The attacker has gained complete access to a different
ECU on the IVN, and is able to send messages over the
CAN bus.

If the attacker has root access to the ECU, a non-TEE-
based ECU program can simply be killed, which will cause
critical problems in the IVN if the ECU is important to the
vehicle’s operation. In the latter scenario, the attacker attempts
to use a buffer overflow vulnerability in the ECU logic to
rewrite the return address and execute arbitrary supplied code,

Fig. 5. Experimental setup. Implementation of IVN simulation, with hardware
CAROT ECU.

leading to a compromised vehicle. The attacker does not
have access to the CAROT ECU, but can inject CAN packets
into the IVN, which are then received by the ECU. The
buffer overflow vulnerability is caused by a stack buffer that
stores the data fields of incoming CAN messages, with faulty
bounds checking. Sending repeated CAN packets results in
memory past the buffer—in particular, the return address of
the function—being overwritten.

In order to manipulate the ECU, the code injection attack is
implemented as follows. The attacker sends repeated standard
CAN frames, where the data field in each CAN frame contains
a portion of a binary shellcode sequence that performs an
exit syscall. In RISC-V, this corresponds to the instructions
li a0,1 and jal 0x10460. The attacker constructs a
nop sled by padding these two instructions with leading
nop instructions, creating many memory addresses that all
lead to the injected code. Finally, the attacker appends the
address of the buffer to the end of the sequence. The choice



of address is a well-informed guess, since the nop sled will
handle any address that is arbitrarily close. The final effect is
a byte sequence that contains the nop sled, injection code,
and the address to overwrite the return address with. This
byte sequence is split across multiple CAN packets and sent
to the ECU, triggering the buffer overflow vulnerability and
overwriting the return address to somewhere in the nop sled,
thus successfully performing a code injection attack.

C. Performance Results

We report performance benchmarks for both the fully imple-
mented CAROT ECU and the baseline. We measure minimum,
maximum, and average latency in calculating steering angle
given lane lines, measured across a 5-minute simulation. The
measurements do not include the CV pipeline, but include
CAN bus overhead, the calculation time for the ECU, and OS
overhead, if applicable. The results are shown in Table III.

TABLE III
ECU LATENCY. COMPARISON OF BASELINE IMPLEMENTATION WITH FULL

IMPLEMENTATION CONTAINING ISR AND KEYSTONE.

Baseline Full Increase

Min 120.14 ms 119.58 ms -0.46%
Max 139.36 ms 141.40 ms 1.46%
Average 129.18 ms 130.54 ms 1.05%

In the average case, the full CAROT ECU implementation is
only 1.05% (1360 µs) slower than the baseline implementation.
The latency range is also quite small, so this average slowdown
is quite predictable. TEECheck, the project closest in scope
to ours, incurs an additional 477 µs latency in contrast to
their baseline [19]. Hence, CAROT adds 883 µs of message-
sending overhead in comparison to TEECheck. Considering a
100+ MHz implementation, this translates to 680 µs additional
latency (441 µs when compared to TEECheck). According
to real-world benchmarks, both these relative and absolute
latency increases are quite reasonable and do not violate timing
constraints, as most ECUs send messages in intervals of tens
of milliseconds [37].

D. Security Results

We give the results of the attack scenarios, performed on
both the base and full ECUs. With root access to the host
OS, the attacker is easily able to kill the running process. The
attacker can also write their own executables to replace the
original ECU logic, completely compromising the operation
of the vehicle. On the other hand, in the full CAROT ECU
implementation, the attacker gaining root access does not af-
fect the operation of the vehicle. The ECU logic is completely
isolated from the host OS through the separation kernel, which
the attacker still does not have access to. Hence, the CAROT
ECU defends against a compromised OS scenario.

With access to another ECU on the IVN, the attacker is
able to send and receive CAN packets on the network. Using a
carefully crafted message sequence, the attacker is able to run
arbitrary shellcode on the ECU—specifically, an exit sequence

that terminates operation of the ECU. Since the ECU is critical
to vehicle operation, this causes a systemwide failure. In
contrast, when the attacker attempts to perform the same code
injection attack on the full CAROT ECU, the inserted shellcode
is interpreted as meaningless instructions by the CPU, due to
the ISR mechanism. Hence, an illegal instruction exception is
triggered, which is caught by the runtime. The runtime then
jumps to the predefined fail-safe controller, preprogrammed to
bring the car to a halt.

VII. RELATED WORK

CAN bus security techniques have been an active subject
of research, broadly divided into physical layer and network
layer methods. Intrusion Detection Systems (IDS) have been
developed for both the physical and network layers. IDS
mechanisms monitor the CAN bus, watching for any unusual
events which may indicate an intrusion and raising an alarm if
such events are detected. These intrusions may be internal or
external, as long as their behavior is reflected in CAN bus
packets. IDS are either passive, if the system only detects
intrusions; or active, if the system acts to prevent intrusions as
well [38]. To detect intrusions, IDS either use physical layer
phenomena, such as voltage fluctuations and timing deviations;
or network-layer events, such as unexpected identifiers and
frequency anomalies. Across both layers, researchers have
developed general algorithms [6], [7], as well as machine
learning-based approaches [8]–[10] for intrusion detection.

However, IDS methods are still generally responsive in
nature: they require a dedicated bus monitoring node and
only detect an attacker once they have gained access to the
CAN bus. Additionally, there is the possibility of the attacker
being able to learn CAN message patterns or IDS weaknesses
and circumvent the IDS defenses. In comparison, our method
completely contains an attacker within the compromised node
and prevents them from accessing the CAN bus at all. Further,
even if an attacker manages to gain access to the CAN bus,
our approach protects other CAROT ECUs on the bus against
compromising injection attacks.

Researchers have also developed authentication-based
schemes in the network layer. For the CAN 2.0B protocol,
CANAuth [11], vatiCAN [12], LeiA [13], LiBrA-CAN [14],
and CaCAN [15] all provide solutions that use some variation
of Message Authentication Codes (MACs). These methods
incur a large overhead on the receiver side, which can also
be unnecessary since unauthorized packets are still transmit-
ted before they are authenticated. In addition, authentication
approaches do not provide end-to-end protection, and instead
only secure the CAN bus interface. An attacker who gains
access to an ECU will still be able to manipulate the features
managed by that ECU.

Trust has also been introduced as a method to secure
ECUs and the CAN bus, but still usually in the context
of message authentication. VeCure implements a trust group
structure in the IVN, where a “high-trust” group controls
critical ECU infrastructure and a “low-trust” group manages



telematics and other vulnerable surfaces [16]. Gui et al. pro-
pose a system based on a hardware Trusted Platform Module
(TPM), which provides secure storage and cryptographic key
generation for ECU logic [17]. The VulCAN platform expands
on LeiA and vatiCAN by providing a TCB, inside which
the MAC generation process is implemented [18]. While
none of these platforms explicitly use TEEs, the TEECheck
project—arguably the closest in scope to ours—uses the ARM
TrustZone TEE platform in its implementation. TEECheck
provides message authentication within a TEE to prevent
masquerade and Denial-of-Service (DoS) attacks on the CAN
bus [19]. In contrast to these trust-based and regular authen-
tication schemes, our platform protects the CAN bus from
unauthorized access. Moreover, our system also addresses the
issue of vulnerabilities within the ECU logic code.

VIII. CONCLUSION

In this paper, we have designed a secure and efficient
open-source automotive ECU using RISC-V and TEEs. We
incorporated the ISR MTD technique to counter code injection
attacks, a significant threat to ECUs in practice. We have
implemented a prototype of our proposed platform on real
RISC-V hardware, providing isolation of ECU logic inside
of a TEE, guaranteed ISA privacy using ISR, and secure
CAN bus access using custom drivers for the TEE platform of
choice. We have further evaluated the platform in a realistic
setting, demonstrating that the ECU is secure against common
code injection and local OS attacks, while maintaining a small
performance overhead. Furthermore, in the event of a triggered
error state, we establish full control of the system using a fail-
safe controller.

In its current implementation, CAROT has several limita-
tions. Due to the nature of the TEE implementation, CAROT
does not guarantee security against side-channel attacks, phys-
ical bus attacks, and other vulnerabilities inherent to the
hardware. Moreover, the current XOR-based ISR implemen-
tation is lightweight but fails to protect against more sophis-
ticated attackers. Finally, CAROT faces real-world adoption
challenges, including RISC-V’s PMP region limit (16 by
default, with an optional extension supporting up to 64), which
limits the maximum amount of TEEs and peripherals that
can be supported. Complex ECUs that require more compute
power, communication, and sensor input are thus difficult to
implement using CAROT.

We plan to address these limitations in future work. First,
we will enhance security of the I/O path through mem-
ory encryption and cache partitioning, preventing a host of
hardware-level vulnerabilities like Rowhammer [39] and cold-
boot attacks [40]. Second, we plan to evolve ISR into the
continuous runtime code randomization MTD, which will
provide protection against sophisticated exploits like return-
oriented programming [41]. Lastly, we aim to evaluate CAROT
under more realistic scenarios and complicated ECU imple-
mentations, particularly in multi-ECU settings with complex
control algorithms (e.g., model-predictive controllers) beyond
proportional control.
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