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Overview

Goal: Estimate prevalence of a binary characteristic (e.g., disease status).
® Characteristic is low-prevalence

® \Want approach to be cost-effective and inherently private

2/14



Overview

Goal: Estimate prevalence of a binary characteristic (e.g., disease status).

® Characteristic is low-prevalence

® \Want approach to be cost-effective and inherently private

Usual Method:

X1

X ~ Bin(N, p) 0

X>
0

X3
0

ﬁZka

® Expensive for large N
® No inherent privacy

® Test error results in a biased estimator
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Overview

Solution: Divide N individuals into J groups of size c, and test pooled samples Z;.
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Estimation and Optimality

Theorem (Maximum Likelihood Estimator)
Let r=5,+ Se —1and 7 = Pr[Z; = 1] = Sc + r(1 — p)¢. Then the MLE for 7 is Z, and

hence the MLE for p is:
= 1/c
7

p is asymptotically unbiased and asymptotically normal.
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Estimation and Optimality

Theorem (Maximum Likelihood Estimator)
Let r =S, +Se —1and m = Pr[Z; = 1] = So + r(1 — p)°. Then the MLE for 7 is Z, and

hence the MLE for p is:
= 1/c
7

p is asymptotically unbiased and asymptotically normal.

Theorem (Asymptotic Variance of MLE)

Considering J = N/c fixed, p has asymptotic variance:

(Se = r(1 = p)) (r(L —p)° +1—5)
Je2r2(1 — p)e=1)

o%(p,c,J) =
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Estimation and Optimality

Theorem (Optimality of Pooled Samples) [Liu et al., 2012]

Holding J = N/c fixed, for any c, there is an upper bound pmax such that
o2(p,c,J) < 0?(p,1,J) when p < pmax.
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Estimation and Optimality

Theorem (Optimality of Pooled Samples) [Liu et al., 2012]

Holding J = N/c fixed, for any c, there is an upper bound pmax such that
o2(p,c,J) < 0?(p,1,J) when p < pmax.

Identical results can be shown when N is fixed.

Theorem (Optimality of Pooled Samples) [Liu et al., 2012]

Holding N = cJ fixed, for any c, there is an upper bound pmax such that
o?(p,c,N) < 0?(p,1, N) when p < pmax-
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Estimation and Optimality

Prevalence Upper Bound (Pmax)
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e-Differential Privacy

Definition (e-Differential Privacy) [Dwork and Roth, 2014]

A randomized mechanism M : X — ) is e-differentially private if, for all X, X’ € X
that differ by 1 (under some metric) and all Y € ),
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e-Differential Privacy

Definition (e-Differential Privacy) [Dwork and Roth, 2014]

A randomized mechanism M : X — ) is e-differentially private if, for all X, X’ € X
that differ by 1 (under some metric) and all Y € ),

PIM(X) = V]

<
PrM(X) = v] = &PE)

X X% I x| x| ] x

X 1| X2 | X3 N M(X) —— v
000 1 0

X

X X{ Xé X§ e XI.’ R Xl/v M(X’) v
000 0 0
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e-Differential Privacy

Definition (Randomized Response Mechanism)
The Randomized Response (RR) mechanism Mgg : {0,1} — {0, 1} is defined as:

X, w.p. [

where [ € (0.5,1)
1-X, wp.1-T

Mgr(X) = {
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e-Differential Privacy

Definition (Randomized Response Mechanism)
The Randomized Response (RR) mechanism Mgg : {0,1} — {0, 1} is defined as:

X, w.p. [

where [ € (0.5,1)
1-X, wp.1-T

Mgr(X) = {

Theorem (DP of RR)

RR is log (rrr>-differentially private.

PriMer(0) =0 PUMee(@ =11\ _ [ T 1-T\ __
ax{Pr[MRR(l):O]’Pr[MRR(l)zl]}_m {1—r’ r }S p(e)
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e-Differential Privacy

Error in a test is equivalent to two RR mechanisms, defined by sensitivity S, and
specificity Sp.

Diagnostic Test 1, w.p. S
X =1 g Y, — { W.pP. J¢
True 0, w.p.1-5 | Observed
State X — o Diagnostic Test 0, w.p.S, State
o "1, wp.1-S,
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e-Differential Privacy

Error in a test is equivalent to two RR mechanisms, defined by sensitivity S, and
specificity Sp.

Diagnostic Test 1 p. S
Xi =1 & K = { ’ w-p €
True 0, w.p.1-—35 | Observed
State Diagnostic Test 0 S State
1, wp.1-5,

Theorem (DP of Unpooled Samples)

Testing with sensitivity Se and specificity S, satisfies e-differential privacy, where:

=2 5, >5
exp(e—:) — {lgfpv P e
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Differential Privacy of Sample Pooling

Theorem (DP of Sample Pooling)

Sample pooling with misclassification satisfies e-differential privacy, with:

1/5, P < Perit,1
where  y(p) =< «, Perit,1 < P < Perit,2
1/a, p > Perit2
S —(1-p) 25, - 1)
Se

wxo(e) - [PV 15> 5.
P e S, < S

I Sp+ (11— p)sc—l(zs,, - 1)’ 5
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Differential Privacy of Sample Pooling

Theorem (DP of Sample Pooling)

Sample pooling with misclassification satisfies e-differential privacy, with:

1 9 < Peri
7(p) if Sp > Se /B p=p t,1
exp(e) = . where ’Y(p) =\, Perit,1 < P < Perit,2
« if Sp < Se
/o, p 2> Perit,2
o — 1-S+(1-p) (25 1) = Sp—(1—p)1(25, - 1)

1— S, Se

Theorem (DP Optimality)

For all p > 0, pooled samples provide strictly better differential privacy than unpooled
samples. Also, if S, > Se, p = peirit,2 results in the lowest «.
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Differential Privacy of Sample Pooling

Maximum Differential Privacy Bound for S, =0.85 and S, =0.75
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Differential Privacy of Sample Pooling

Maximum Differential Privacy Bound for S, =0.85 and S, =0.75
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Differential Privacy of Sample Pooling

Maximum Differential Privacy Bound for S, =0.85 and S, =0.75
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Differential Privacy of Sample Pooling

Maximum Differential Privacy Bound for S, =0.85 and S, =0.75
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Differential Privacy of Sample Pooling

Maximum Differential Privacy Bound for S, =0.85 and S, =0.75
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Differential Privacy of Sample Pooling

Maximum Differential Privacy Bound for S, =0.85 and S, =0.75
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Differential Privacy of Sample Pooling

Maximum Differential Privacy Bound for S, =0.85 and S, =0.75
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Differential Privacy of Sample Pooling

Maximum Differential Privacy Bound for S, =0.85 and S, =0.75
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Differential Privacy of Sample Pooling

Maximum Differential Privacy Bound for S, =0.85 and S, =0.75
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Differential Privacy of Sample Pooling

Maximum Differential Privacy Bound for S, =0.85 and S, =0.75
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Differential Privacy of Sample Pooling

Maximum Differential Privacy Bound for S, =0.85 and S, =0.75
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Privacy and Estimation

Utility vs. Privacy with S, =0.85 and Sg =0.75

*  (privacy, utility) for ¢ = 2:39
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Summary

With a reasonable upper bound on p, sample pooling means:
® J = N/c tests required, instead of N
® Far better differential privacy, which is a function of p and ¢, not just S, and S,

® Variance of pooled estimator is lower than variance of unpooled estimator
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Summary

With a reasonable upper bound on p, sample pooling means:
® J = N/c tests required, instead of N
® Far better differential privacy, which is a function of p and ¢, not just S, and S,

® Variance of pooled estimator is lower than variance of unpooled estimator

If Se and S, are fixed, we can artificially decrease them via RR.
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